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About SecuRemote

SecuRemote is based on a technology called Client Encryption. SecuRemote encrypts data before it leaves a user's PC/laptop.  The information is then decrypted at the remote firewall.

SecuRemote can transparently encrypt any TCP/IP communication. There is no need to change any of the existing network applications on the client PC.  A PC on which SecuRemote is running can be connected to several different sites that use Check Point VPNs.

System Requirements.

The only requirement is an internet connection that allows encrypted network traffic and a PC running Windows 2000 or XP.
Installing the Applet
Download the SecuRemote installation file from:

http://www.ctu.mrc.ac.uk/euramos/useful_links.asp
Choose a location for the file with at least 25MB of disk space.
Right click on the file and select and click on ‘Extract to ‘.

Select a folder of your choice.

Once the extraction has completed, double-click on ‘Setup’
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Accept the license agreement:
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Accept the default options for file location:
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Select SecuRemote:
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The applet will then install:
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You may need to reboot after this has completed.
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When you have restarted you will observe the SecuRemote envelope icon in your system tray:
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Install the certificate

Copy the p12 certificate to the My Documents area on your hard drive.

Double click on the file.  The Certificate Import wizard will run.

Select the default file location.

Enter the key password and select the two tick boxes as shown below.
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Continue by selecting the defaults
Configuring the Applet.

Click Sites: Create New Site
In the IP Address field enter 212.219.75.245. Click OK.
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The server will then connect to our firewall.
When prompted select ‘Use Certificate’.
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Select the available certificate from the drop-down list. 
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Click OK.  You will see the validation screen as below:
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Click OK on every window to return to your desktop.

Using SecuRemote
Default Use
SecuRemote is transparent to the application.  It silently checks the destination of all network traffic and when a match to the Site (in this case 212.219.75.245) is observed the data is encrypted prior to release.

During encryption the envelope icon will open and close.

Advance Configuration

To control SecuRemote connection explicitly the connection mode can be changed to ‘Connect Mode’.  To achieve this please follow the instructions below:
Right click the envelope icon and select ‘Open’.

From the ‘Tools’ menu select ‘Configure Client Mode’.

Select ‘Connect Mode’.

Click OK.

Click OK through the message.

From the ‘File’ menu select ‘Stop VPN-1 SecuRemote’.

From the Windows ‘Start’ menu navigate to the ‘Programs/Check Point VPN-1 SecuRemote’ and restart the SecuRemote client.

If you are using ‘Connect Mode’ you will need to explicitly connect to the site through the SecuRemote Client.  This is achieved by clicking on the SecuRemote envelope icon.  When connected a green dot is visible on the envelope.
